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KAK SALLIUTUTDCAH

OT OHNNANH-MOLWEHHUKOB

Y1066l gobpaTbca A0 Bawmx 6aHKOBCKUX CHETOB,
MOLUEHHUKaM HYXHbl BallX NepCcoOHasbHble AaHHble
WU PEKBU3UTbI KapT

Kakue cxeMbl UCnonb3yloT adpepucTbl?

OBELWAIOT 3010TbIE FrOPbI
Onpocht 38 BO3HArpaxAeHWe, COUMANbHLIE BLINNATH WK CBEPXNPUOLINbHLIE
MHBECTULIMOHHBIE NPOeKTL. MapaHTMA GbICTPOro 06oraeHnn ~ Npu3Hak oSMaHa

3AMAHWMBAIOT HA PACNPOAAXW

OFPOMHNE CKMAKN U HU3KNE UCHD!I MOTYT OKA3aTbCA MOLWEHHNUYECKON yNnoBKoOH

CNEKYNUPYIOT HA TPOMKWUX COBbITUAX

Hanpumep, 06bLRBNAIOT COOp AeHer Ha Pa3paloTKy BAKUUH, 06eLaT BepHyTL
ACHLIN 38 OTMEHEHHbLIe peacu nnu NpeanaranT NoNy4nTh roCyRapcTrBeHHbIe
Aovaunu

MACKWUPYIOTCH
Pa3birpbisaiot ponb NPORABUOB ¥ NOKYNaTenei Ha NONYNAPHLIX CaATax 0GbABNEHUA

Kak obe3aonacutb CBOU AeHbru
B UHTepHeTe?

1 Ycranosute aHTUBUPYC ¥ perynapHo o6Hosnsinte ero

3aBeguTe OTAENBLHYIO AE6ETOBYIO KapTy ANA NNaTexen
B UHTEPHETE ¥ KNAaUTe Ha Hee HYXHYIO CyMMy nepefa onnaTon

Bceraa npoBepanTe aapeca 3NeKTPOHHOMN NOYTHI  CAATOB —
OHW MOTYT OTIMHATLCA OT OULMANBHBIX NULWL NAPOA CUMBONOS

w

He nepexoaute No CCbiNkam OT HE3HAKOMUEB —
CPa3y yaansnTe COMHUTENbHbIE COOBWEHHA

(6) B -

Huxkomy He coobuaiiTe cBOK NEPCOHaNbHble AaHHbIe
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f’g’f‘ . Nonpobree o npasunax .
REEESS kubeprurvieHsl MHaHCOBAR
E’-h AW yuraire Ha fincult.info . T
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MUHNCTEPCTBO BHYTPEHHMX AEN FEMEPANIEHAR NMPOKYPATYPA
baHk Poccun POCCUACKON GEAEPALMM POCCUHCKON GENEPALIMMA

UTO AENATD, ECJIN C KAPTDI

YKPAJIU OEHDBbI'A?

© 3ABNTOKUPOBATb © HAMNMUCATDb © OBPATUTDLCH
KAPTY SARBNEHUE O HECOMNACKMN B nonuunio
C ONEPAUMEMN
o5

N
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* No HoMepy TenedoHa 6aHka 3anBneHne QONXHO Yem Gonblue moaein
Ha 6aHKOBCKOW KapTe O6biTb HANUCAHO: nopanyT 3aaBNeHnA,
“unu Ha opuumanLHOM cante + B TeueHWe CyTOK nocne Tem Bbilue BePOATHOCTD,
» Yepe3 MOOGMNBbHOE NPUNOXEeHNe cooBWEeHNA 0 CNUCaHNK 4TO NPECTYNHUKOB
* yepes NUYHbIA KabuHer Asner Lttt cioid
Ha othMumanbHOM canTe HaHka + HA MeCTe B OTAeNneHumn
GaHka

« B oTAeneHnn 6aHka

KAK OBE3OIMNACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLUAWTE: KOOOBOE CNOBO
« CPOK AENCTBUNA KapTbl U TPEX3HAYHLIA KOA Ha3bliBaiTe TONbKO COTPYAHUKY BaHka,
Ha ee o6opoTHoW ctopone (CVV/CVC) KOraa Camu 3BOHUTE Ha ropRYYIO

« NAPONN K KoAbl N3 yBEeAOMNEHUN NNHUIO

« NOrUH K NAPONL OT OHNaNH-6aHKa

HE NYB/IUKYWUTE "%
> DbaHk He koMneHcupyer

nepcoHanbHbleé AaHHbIe B OTKPLITOM AOCTyne
norepwn, ecnv Bbl Hapywunu
npasuna 6esonacHoro

YCTAHOBUTE
aHTMBUPYCHI Ha BCE YCTPOUCTBA

MCNONb30BaHWUA KapTtbl

NoapobHee o npapunax He3onNacHOCTH ®duHancoBasn
yuTanTe Ha fincult.info Kynbrypa
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KAK SALLUIUTUTDBCH
OT PULLUNHTA

DUWKHI — BUQ MOWEHHUYECTBa, KOTAa Y MenoBeka KpaayT
nepcoHanbHbie AaHHbIE WK AeHbIW C NOMOLLBIO CAWTOB-NOAAENOK.
YacTo MOWEHHUKM [QeNnaloT CainTbl, KOTOPbIe KakK ABe Karnnu soabl
MOXOXKMU Ha CAATbl peanbHbiX OpraHu3aunn

KAK MOXHO OKA3ATBCH
HA ®ULLMHIOBOM CAWUTE?

Mo cchinNKam U3 MHTepPHeTa MNK 3NEeKTPOHHOWU novTbl, CMC,
coobueHnin B couceTax MK MecceHmKepax, peknamsi,
obbaBneHMn © NoTepesx, pacnpopaxax, KoMneHcauuax

OT rocypapcrsa

Xakepu H4acToO BINaMbLIBANOT YyKMe aKKayHTbI,
“ ¢HIIIHHI'OBBR CCbiNKa MoXeT npuﬁTu Aaxe OT 3IHAKOMbIX

KAK PACMNMO3HATb
DOULLMNHIOBbIA CANT?

Appec oTNMYaeTcs OT HaCTOALWEro NUWbL Napo CUMBONOB
B appecHon crpoke HeT https M 3HauKa 3aKpbiToro 3aMka
On3ail CKoNMpoBaH HeKayeCTBEHHO, B TEKCTaX eCTb OLWMOKU

Y caiATa Mano CTpaHuL nnK faxke ofHa — ONA BBOAA AaHHbIX
KapToi

KAK YBEPEYbCH OT ®ULLUNHTIA?

YcraHoBUTe aHTUBUPYC U perynspHo obHosnsinte ero
CoxpaHanTe B 3aKnagkKax agpeca HyXHbiX CanToB
He nepexoaure NO NOAO3PUTENbHLIM CCblIKaM

Ucnonb3ayiiTe oTAENbHYIO KapTy ANA NOKYNOK B MHTepHeTe,
KNnagwuTe Ha Hee HYXHYIO CyMMY NpaMo Nepea onnartoi
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: PuHancosan
MNoapoGuee o npasunax @
KMBEPrUrHeHsl YMTANTE Ha KyneTypa
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M MMHUCTEPCTBO BHYTPEHHIX AEN ' TEHEPANIbHAS NPOKYPATYPA
@ bank Poccumn - ﬁ_‘ . POCCMACKOR GENEPALMM § roccuiackon oeaEPALMK
T

OCTOPOXHO:

TENE®OHHbIE MOLLEHHUKUA!

S NPU3HAKOB OBMAHA

HA BAC © HABAC fABAT
BbIXOAAT CAMM AdSET BoarRs
AdepucTsl MOryT TOPONSAT, YTO6bI
NpeAcTaBUTLCA CTyX60it y Bac e 6bino
6e3onacHocTy 6aHka, BpeMeHu Bce obayMaTs
HanNoroBow,
s & e rOBOPAT O AEHbBIrAX
Niobon HeoXMpaHHbBIA MpeanaraioT cnactn
3soHok, CMC nnu nucbmo — cbepexeHus, NONy4uTL
NOBOA HACTOPOXUTLCA KOMMEHCALMIO M/ BIOKUTLCR
3BOHAT B MHBECTULIMOHHbIA NPOEKT
e & neocsT coosus
A ~ YBEOMUTECH, [AHHBIE
CunbHbie 3MOLMK bty 3noyMbiIlWNEHHUKOB
NPUTYNNKIOT MHTEPECYIOT PeKBU3UTDI
6aMTenbHOCTL

KapThl, NApOnM U KOAbI
13 6aHKOBCKMX YBEOOMMeHWA

Q HUKOr A HUKOMY
BAXHO! HE COOBLUAMTE:
CoTpyaHnkmn 6aHKOB ¥ NoNMUMK * Kkoabi 3 CMC
HUKOIA He cnpawwusatoT * Tpex3HauHbii Koa Ha 060pOTHOM
PEKBU3UTBI KapTbi, NAaponm cTopoHe KapTsl (CVV/CVC)
13 CMC, nepcoHanbHbie AaHHbie * PIN-xoa
W He NPOCAT coBepwaTb * naponu/noruHsl K 6aHKoBCKOMY
nepesoab! ¢ Baweil KapTbi NPUNOXKEHUIO U OHNAKH-6aHKy

* KoAaoeoe CNoso
e NepcoHanbHble faHHbIe

dunanconan
Kax 3auwmTuTh COOM PUHAHCHI,
unTaiTe Ha fincult.info KyneTypa
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KAK 3ALINTUTD
CBOUTALDKETDbI OT BUPYCOB

= |

BUPYCDbI:

» OTKPbIBAIOT yAaNeHHbIA AOCTYN K BalleMy YCTPONCTBY
« KPaayT NoOrvMHbl ¥ Naponu OT OHNaWH- U MOGUNbHOro GaHKa
* NepexsaTbiBaloT CeKpPeTHbIe KOAbl N3 cOoBLeHUA

3anonyyme 3TM faHHble, KWGepnpecTynHUKM
MOTYT NOXUTUTb BCE AEHbIM C BAlLMX CHETOB

KAK HOHgTb’ 3asucaer, nepesarpyxaeTca UM OTKNIOYaeTCH

v ACTBO 3APAXEHO? Camo 3asepuwaeTt paGoTy NPUNOXEHUA

Moka3sbiBaeT BCNNbIBAKOLWMNE OKHA

Tepaer o6bem naMaTn

Noseoxnte B 6aHK U nonpocurte 3abNoKMpoBaTh A4OCTYN
YTO OENATD, K OHNaiH- n MOGMNBbHOMY GaHKy ¥ BCe KapTbl, KOTOpbie
EC/U HA YCTPOWCTBE BUPYC? BENDIICEAM HE YCTRORCTES

O6paTtHTech B CEPBMCHBIA UEHTP, YTOObI BbINEYUTL ragxer

MepesbinycTMTe KapThi, CME@HMTE NOrUH W Napone
OT OHNaWH-6aHKa U 3aHOBO YCTaHOBUTE 6AHKOBCKOE NpUNoxeHue

McnonesyiTe aHTUBMPYC U PErynapHo ero o6HoBNANTe

K, ‘K.aAmMTMTb He nepexoguTe NO CCbiNKam OT HE3HAKOMLIEB, HE YCTaHaBNWBaWTe
YCTPONCTEO OV BUPYCOR? NporpaMmbl NO WX NPOCbGE U He UCNONb3YHTE YyXKue hnewkn

CkradmnBanTe NPUIOXKEHUA TONBKO U3 NPOBEPeHHbIX MCTOYHMKOB
O6HoBNANTE ONEPaLMOHHYIO CUCTEMY YCTPOWCTBA

Uaberanrte obuwepnocrynHbix Wi-Fi-cetein

Moapo6uee O 3auMTe ragxeTon ®uHaHcoOBaR
o nbo @KW‘N’YP&
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